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Next generation network 

characteristics 
 Interconnection of large number of devices 

(Internet of Things) 

 Dynamic networks 

 Heterogeneity of interconnected devices 

 Transition to IPv6 protocol 

 Virtual networks 

 Increased complexity 



Transition to the Future 

Internet 
 Key technologies 

 Augmented content: enables devices to improve their 

situational awareness of the surrounding networking 

environment 

 Virtual infrastructure: obscures the dynamicity and the 

heterogeneity of the physical infrastructure 

 Adaptive services: composed and deployed over the 

infrastructure with minimum user interaction and are 

continuously adjusted to the environment 

 Autonomic management: reduce the complexity in 

network management 



Context awareness 

 Context awareness is crucial in dynamic networks that 

support autonomic functionalities 

 Continuous adaptation of the networks according to 

changes in network topology, the imposed policies and 

user preferences  
 



Autonomic Principles 
 Self-configuration  

 Self-optimisation 

 Self-healing 

 Self-protection 

 Self-awareness 

 

Simple (bio-inspired) techniques 
may provide solution to 
complex engineering 

challenges! 

 

Decision Element (DE) - 

knows the goals and policies

Managed Resource (1 ... N) or  

Managed Automated Task (1 ... N)

 Behaviour or Algorithmic 

Scheme or Policy (1 é N)
Monitoring Information and/or 

other Type of Information 

(knowledge)  (1)

Information 

Sharing 

Component/

Function

Generic 

Control 

Loop

Trigger a behaviour or an 

algorithmic or enforce policy on 

the managed entity
Use the supplied 

Information

“Upward Information“ Suppliers

An Underlying Substrate e.g. Networking Function

Upward 

Information 

Supply

Downwards 

Information flow

Required for  Self-

Learning/Discovery

Required for processes 

such as self-

description, self-

Advertisement, etc

(*)
 



Virtual Infrastructure 
 Challenges (some) 

 dynamic topology 

 unreliable operation  

 complexity 

 loose control of nodes 

 share the available 

resources 

 provide redundancy  

Physical

Infrastructure

Overlay B

Overlay A

Overlay C

Autonomic 

Services
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Provision of services in dynamic 

networks 

 Dynamic networks characteristics 

 changing topology 

 unreliable operation 

 high management complexity 

 no strict control of nodes 



Provision of services in dynamic 

networks - Requirements 

 Independence from the underlying network topology 

 Reliability in the provision of services even in case of 

dynamicity in the network 

 Efficient utilization of network resources and 

capabilities 

 Reduction in the network management complexity 

 Facilitation of application programmers 



Key technologies for services 

provision in dynamic networks 
 

 Creation of overlay networks for efficient and reliable 
provision of services independently from the network 
infrastructure 

 Decentralized techniques for data storage and retrieval 

 Autonomic functionalities for network mechanisms 
optimisation and reduction in network management 
complexity 

 Support of context awareness in heterogeneous and 
dynamic networks 



Application of p2p 

techniques 
 Peer-to-peer (p2p) networks constitute the potential alternative for addressing 

most of these challenges 

 In p2p networks: 

 dynamic assignment of tasks among peers  

 provided services are based on their direct cooperation among nodes 

 nodes share the available resources, provide redundancy due to distribution and 
replication of data  

 provide bounded performance guarantees 

 The adoption of current p2p techniques, however, necessitates the existence 
of a fixed network topology 

 Chord pre-assumes that nodes are ordered in a ring and are aware of their 
successor and predecessor in the overlay ring topology. Chord also relies on 
underlying mechanisms for the overlay network bootstrapping 

 In Gnutella network, topology creation may be achieved by using a pre-defined 
address-list of working nodes included within a compliant client or by using web 
caches of known nodes 

 



Recent example 
 Skype is a p2p network 

 At 22th of December 2010 

 the p2p network destabilized 

 overloading of central instant messaging servers 

 problems to end users 

 25-30% of supernodes failed 

 Three days were required for re-activation of the 

supernodes and stabilization of the p2p network 

 



Proposed approach 



Proposed approach 

name 

Bob 
name 

Maria 

name 

Tom 

name 

Haris 

Who is 

here? 

Bob, Tom, Maria 

and Haris 

Ok, Let‟s 

start chatting 



Proposed architecture 



DHT layer 
 P2p protocols rely on decentralized structures, such as Distributed Hash Tables (DHTs).  

 A DHT is a structure that is collaboratively built by all participating nodes of a network 
and provides a lookup service for resources that are published by these nodes.  

 DHT maintenance and stabilization 

 Selection of p2p protocol 



Autonomic provision of 

services 
 Distributed repositories 

 Generic API 

 put(key,value) 

 get(key,value) 

 Provision of services 

from each network  

node 

Heterogeneous Networks

Mesh Networking Topologies

Ad-hoc Communication Models

Virtual Infrastructure

(Overlay Networks)

Distributed Repositories

Generic Application 

Programming Interface

Autonomic Services & Management

Generic API



Implementation 



Routing Layer - Data 

Source Routing Protocol 
 Two basic mechanisms:  

 Route Identification 

 Route Maintenance 

 Reactive routing protocol 



T-MAN algorithm 
 Exchange of messages with other nodes (gossiping approach) 

 Each node refines its view about its relative position in the overlay 
based on exchange of views with other network nodes 

 Convergence time 



Indicative services and 

identified challenges 
 Services 

 Visualization of the network topology 

 Ad-hoc chatting 

 Operation of a rescue team 

 Ad-hoc social networking 

 Challenges 

 Support of context awareness and design of self-adaptive 

mechanisms 

 Scalability issues 
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Context awareness in 

dynamic networks 

 Knowledge representation and proper interpretation of 

the acquired context is crucial for the support of 

complex management tasks in ad-hoc networks 

 efficiently sense its environment through the 

establishment of interaction with neighbouring nodes  

 extract knowledge based on it (self-awareness) 

 supported functionalities 

 scope of information 

 quality of collected context - QoC 



Context model for dynamic 

networks 
 Requirements 

 be extensible  

 be interoperable with existing models 

 support accurate descriptions and 

 require limited memory and processing power  

 Context aware parameters 
 freshness (i.e. time passed since the creation of the content) 

 precision in the estimation 

 scope (e.g. local, cluster or network level) 

 trust-worthiness, privacy 

 retrieval time from the content requestor 

 replication degree, volatility 



Supported functionalities from 

each network node 



Nodes attributes 



Network policies  

and rules 



Dissemination of 

information 



Supported functionalities 
 According to dynamicity 

 increase the data replication degree in the overlay 

network in order to ensure that valuable data will not be 

lost 

 re-initiation of mechanisms for autonomic estimation of 

network based parameters  

 selection of a proactive or reactive routing protocol 

 Roles may be assigned in the network nodes according 

to their capabilities based on the definition of a Key 

Performance Indicator (KPI) function 
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Large scale sensor 

networks 

 Transition to large scale sensor networks 

 increased complexity in their operation and management 

 stability and scalability issues 

 Sensor nodes characteristics 

 energy constraints 

 dynamic and unstable network topology 

 Self-organization mechanisms are required 



NEURON protocol 
 Network basEd aUtonomic clusteRing and rOutiNg 

(NEURON) protocol 

 support autonomic functionalities in a WSN 

 self-organize the nodes into clusters 

 achieve fault tolerance and avoid dependence from 

specific purpose nodes 

 reduce energy consumption through hierarchical routing 

based on an overlay among the CHs 

 decentralization and probabilistic techniques 



Autonomic Estimation 

Algorithm 

 The knowledge of network-based parameters is crucial for 

achieving high efficiency and optimising mechanisms in a 

WSN 

 Each node interacts with its neighbours in order to calculate 

the mean value of a parameter 

 After each „cycle‟ of mutual exchanges, each node revises 

its calculation using a weighting average 

 When the updated value after the completion of a cycle 

differs less than a specified threshold from the previous one, 

the parameter is considered as converged on this node 



Clustering mechanism 
 NEURON allows each node to become a CH according 

to specific criteria. A node that is selected as CH acts 

as a proxy for the rest of the members in its cluster. 

 The clustering process starts only after the size N and 

density d of the WSN is estimated.  

 Based on these two parameters, each node decides to 

become a CH with a probability Pclust given by the 

following equation: 
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Clustering mechanism 



Clustering mechanism 



Hierarchical routing 

mechanism 



Clusters visualization 

Cluster 1
Cluster 2
CHs

 

Cluster 2
Cluster 3
CHs

Cluster 1

 



Theoretical and practical number 

of CHs 

Average cluster size 

Theoretical and practical 

number of CHs 



Total number of messages for 

clustering 



Energy efficiency 

Energy consumption in the 

wireless sensor network 

Residual energy in the wireless 

sensor network 



Routing cost for overlay topology 

creation (logarithmic scale) 
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Virtual sensor networks 
 A virtual sensor is defined as a software sensor, 

opposed to a physical or hardware sensor.  

 Virtual sensors provide indirect measurements of 

abstract conditions (that, by themselves, are not 

physically measurable) by combining sensed data from 

a group of heterogeneous physical sensors.  

 Virtual Sensor Network - VSN 



Virtual sensor networks 
  A VSN is formed by a subset of sensor nodes of a wireless 

sensor network (WSN) or a combination of virtual sensors, 
dedicated to a certain task or an application at a given time.  

 A VSN supports collaborative, resource efficient, and 
multipurpose sensor networks that may involve dynamically 
varying subset of sensors and users, in opposition to 
traditional dedicated sensor networks.  

 Multiple VSNs may exist simultaneously on a physical 
wireless sensor network, and the membership of a VSN may 
change over time. 

 As the nodes in a VSN may be distributed over the physical 
network, they may not be able to communicate directly with 
each other. 



Multiple VSNs based on the 

overlay network 



Multiple VSNs based on multiple 

overlay networks 
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Conclusions 
 Next generation network architectures are going to 

combine: 

 autonomic functionalities 

 support of context awareness 

 decentralized techniques for network management 

 A new way of designing and providing services in 
dynamic networks is described 

 The proposed approach may be applied in multiple 
scenarios for efficient and reliable provision of 
advanced services 



Conclusions 
 A context model is proposed that may facilitate 

 the design of distributed reasoning mechanisms in dynamic 
environments 

 the development of administration techniques in virtual sensor 
networks 

 The NEURON protocol 

 behaves well regarding the autonomic creation and maintenance 
of clusters 

 reduces significantly the routing cost 

 is energy efficient 

 may be applied in large scale sensor networks 

 Virtual sensor networks may be designed and operate on a 
dynamic manner 

 



 

 

Thank you!!! 

  

Questions? 
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